Faculty of Information Technology

and Electrical Engineering

@NTNU

DIGITAL ID

APPROVED FOR INTERNAL USE. I.E. SIGNING DOCUMENTS REGARDING PHD EDUCATION AT FACULTY
OF INFOMATION TECHNOLOGY AND ELECTRICAL ENGINEERING

&S

FOR ENVIRONMENTAL FRIENDLY FORMS @ IE

Use Adobe Acrobat Reader or Foxit Reader!




&5

FOR ENVIRONMENTAL FRIENDLY FORMS @ IE

Image file as alternative Digital ID for signing

ineering

Faculty of Information Technology

Application Form Dv2020.pdf - Adobe Acrobat Reader DC —
[ . .
o0 In Adobe Acrobat Reader: it View wiindow Help (2) raasinaure ©
T Select «Sign» in Fill & Sign Home Tools PhD Application Fo.. X ®
R .
— -2-3-4, ) . ._, =3 Add Initials
T menu, follow steps 1-2-3-4 B DA ® @ /6 AMO @ wn- H- o=
- — .
S ¢ InFoxit Reader: I Fill & Sign @é:. sign Send a Copy
U . . - 1Ty COrm wis . = - . = 5 - _' . . - TOQIEITITIE dL N TINU, PIEESE NG N TNU EVEIUE00N REPOLL du=Ecned.
GJ Choose ((Image An notatlon)) |n O | hereby confirm th Sign document by typing or drawing a signature given by NTNU A a
— h O | hereby support the need for academic and material resources
LLI t e Home men U . O | hereby support the planned residency requirements g; (/]
-O O | hereby confirm that the supervising team meets the requirements set by Type Draw Image
- O The project description is recommended. —
cl e Please make sure to place the
H Statement by Main Supervisor:
signature correctly!
@ Select Image
\QL
€)
PDF E1 ¥ 9 - 5 PhD Application Form Dv2020.pdf * -F... 88 = B & i )
Home |Comment View Form Protect Share Connect Help ) Tel Q | Find 4 ave signature
fm] -ﬂ. [ SnapShot Q T ) ’/, Nl =
A, 'y Cioboard = 43
Hand Select o View Comment Create PDF  Links Insert
Z - - - . 5 o o
Toos — .
' | s . Main Supenvisor's signature:
ettt e o s e e o e o "‘l""m:""mm = = -[rl upervisor's signature: ﬁ
I B -
\J Head of the PhD Programme Bosrd's signsture: @HH %}lw: ’\Qh__
Z ||=D | ®
= _ Complete the application part I, part Il, Part lll and all attachments, including the the project description (Research plan), in collaboration with xfb
Recommendation by the Head of the Deparment: your main supervisor. The main supervisor shall: approve all documentation regarding qualifications and funding; approve the need for -
= g 2:"“:2"‘]“““ resources; and ensure that the requirements in the PhD Regulation for NTNU are met. Forward the digital application and attachment to your w v
- < Statamant ranardinn racnitmant of Ph candidate ar Additing .Mld-. daa: (55w I eoes: [B 3
B B 3
o Carcel




Faculty of Information Technology

and Electrical Engineering

@NTNU

Sign with a Digital ID

e Create your own Digital ID

* In the given form click on the
placeholder for signatures:

Applicant's signature:

* Click on: Configure New Digital ID

e |If you already have created a Digital
ID you may choose to sign the
document right away.

e Use an Image for Digital ID, cf.

last slide in this presentation.

Sign with a Digital ID

Choose the Digital ID that you want to use for signing:

o 3
O (84
° [3

HI L I (Digital (D file)
Issued by: Hjjjjj LI Expires: 2025.04.02

HIE L I (indows Digital ID)

Issued by: TEREMA Personal CA 3, Expires: 2022.01.18

Harry Bellafonte (Digital ID file)
lssued by: Harry Bellafonte, Expires: 2025.04.06

View Details
View Details

View Details

( Configure New Digital |D ) ( Cancel )
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Configure a Digital ID for signing

e Select the type of Digital ID,
any will work in the forms.
e Alt. 1: Create a new Digital ID

e Alt. 2: Use a Image for Digital ID,
cf. last slide in this presentation.

e Commonly you will choose to
Create a new Digital ID

A Digital |D is required to
create a digital
signature.The most secure
Digital ID are issued by
trusted Certificate
authorities and are baszed
on secure devices like smart
card or token. Some are
based on files,

You can also create a new
Digital ID, but they provide
a low level of identity
assurance,

Configure a Digital ID for signing

Select the type of Digital ID:

O

B!

Ro

Use a Signature Creation Device

Configure a smart card or token connected to your
computer

Use a Digital ID from a file

Import an existing Digital 1D that you have
obtained as a file

Create a new Digital ID
Create your self-signed Digital ID

Cancel Continue



Faculty of Information Technology

and Electrical Engineering

@NTNU

Select the destination of the new Digital ID

* In order to have the Digital ID
available for signing it is
recommended to save it to the
Windows Certificate Store
(need login to windows
account)

* If not Save to File (your
computer) is just fine.

Digital IDs are typically
issued by trusted providers
that assure the validity of
the identity.

Self-signed Digital ID may
not provide the same level
of assurance and may not
be accepted in some use
cases.

Consult with your recipients
if this is an acceptable form
of authentication.

Select the destination of the new Digital ID W

Save to File

Save the Digital ID to a file in your computer

Save to Windows Certificate Store

Save the Digital ID to Windows Certificate Store to
be shared with other applications
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Create a self-signed Digital ID

Enter the identrty
information to be used for
creating the self-signed
Digital ID.

Digital |Ds that are self-
signed by individuals do not
provide the assurance that
the identity information is
wvalid. For this reason they
may not be accepted in
SOME Use Cases,

@

MName

Organizational Unit

Organization Name

Email Address

Country/Region

Key Algorithm

Use Digital 1D for

e Complete the form:

Enter Name...

Enter Organizational Unit...

Enter Organization Name...

Enter Email...

US - UNITED STATES ~
2045-bit RSA ~

Digital Signatures R

GO €D

Create a self-signed Digital ID (sample

Create a self-signed Digital ID

Enter the identrty
information to be used for
creating the self-signed
Digital ID.

Digital |Ds that are self-
signed by individuals do not
provide the assurance that
the identity information is
wvalid. For this reason they
may not be accepted in
SOME Use Cases,

MName
Organizational Unit
Organization Name
Email Address
Country/Region
Key Algorithm

Use Digital 1D for
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Harry Bellafonte
IE - FACULTY ADMINISTRATION
MNTHNU

harry.bellafonte@ntnu.no

NO - NORWAY ~
2045-bit RSA ~

Digital Signatures R
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Sign with a Digital ID

* Select your Digital ID Sign with a Digital ID

Choose the Digital ID that you want to use for signing:

O @ HI L I (Digital 1D file) View Details
®  Issued by: H (I xpires: 2025.04.02

Faculty of Information Technology

and Electrical Engineering

O [@] HE LI (\/indows Digital ID) View Details
B lssued by: TEREMNA Personal CA 3, Expires: 2022.01.18

o @ Harry Bellafonte (Digital ID file) View Details
O Issued by: Harry Bellafonte, Expires: 2025.04.06

@ ( Configure New Digital ID ) ( Cancel )

@NTNU
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é L%‘O e This is how it may |00k’ Sign as "Harry Bellafonte™ X
L = confirm your signature by - i _
E E entering your Digital ID PIN or Appearance Created 2020.04.02 16:28:59 +02... v (a_reet:—:- ) ( Edit )
O S+t

O Password. .. .
2y H Digitally signed by
O
LG al'l'y Harry Bellafonte

Date: 2020.04.07
Be”afonte 11:55:09 +02'00'

View Certificate Details

Review document content that may affect signing ( Review )

[Enter the Digital ID PIN or Password..

@NTNU
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Save file and forward the new file to the next

N

line to sign or the adminstrative coordinator

List of attachments

o ion, formal qualifications i.e. certified
diplama and transcripts.

D Documentation of external funding. cf. section 3 in this Form.

[ The PRD Aa i ission to organized

doctoral degree education (optional)
[0 Project description (Research plan).

Additicnal comments (if any):

Additional attachments (if any).

[ Cocumentation of funding (does nat apply for NTNU employment), of. Form section 3.

oo ipti of ) with i syllabus for PhD. cf. form section 11,

[0 Pecumentation of courses in the required coursework (academic training) from other institutions, cf. form section 11.
[ Dstails of any related to intellectual property rights, to protect the rights of otheérs.

[ Description of any legal or ethical issues raised by the project and how these can be resclved. The application must
state whether the project is dep onp granted by on athics or other authorities
or by individuals (research subjects, patients, parents, etc.). if Ible, such should be i in writing
and be attached to the application.
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Applicant's signatura:

Harry
Bellafonte

Digitally signed by Harry
Bellafonte

Date: 2020.04.07
11:88:11 +02'00

If the document includes personal sensitive data (e.g. diplomas and certificates) all correspondance need to be encrypted if email is to be used.
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