Ta backup av sertifikat med privat ngkkel

Denne veiledningen viser hvordan du kan ta en sikkerhetskopi av
sertifikat med privat ngkkel. Dersom du mister dette vil du ikke
lenger kunne lese e-post som er kryptert med dette sertifikatet. Det
finnes ingen sentral backup eller kopi. Dersom du har flere PCer sa er
det er viktig at du gjgr denne prosedyren pa den PCen sertifikatet ble
lagt inn fgrste gang. Ta alltid backup av sertifikat fgr PC
«nullstilles»/reinstalleres.
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[ Always use these values regardless of sign in to Office.
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Start up options
Make Qutlook the default program for E-mail, Contacts, and Calendar
Attachment options
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() Always attach them as cloud files

() Always attach them as copies
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@ Help keep your documents safe and your computer secure and healthy.

Security & more
Visit Office.com to learn more about protecting your privacy and security.

Microsoft Trustworthy Computin,

Microsoft Outlook Trust Center

The Trust Center contains security and privacy settings. These settings help keep your

computer secure, We recommend that you do not change these settings.
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Macro Settings Default Setting: | My S/MIME Settings (vebjorn.slyngstadli@ntnu.ne) ~ Settings...
Programmatic Access Digital IDs (Certificates)

=~ | Digital IDs or Certificates are documents that allow you to prove your identity in electronic transactions.
Publish ta GAL... | Import/Bxport... ‘ Get  Digital ID...

Read as Plain Text

[] Read all standard mail in plain text

Read all digitally signed mail in plain text
Script in Folders

[ Allow script in shared folders
[ Allow script in Public Folders
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Velg «Export your Digital ID
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D Import existing Digital 1D from a file

Import the Digital 1D from the file to your computer. You must use the Klikk pa «Select» og velg

password you entered while exporting the certificate to this file, sertifikat som vist under
Import File: Browse...
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 Export the Digital 1D information into a file. Enter a password to help
protect this information.

Digital ID: |

H ]
Filename: Erowse..,
Password: | |
Confirm: | |

|:| Microsoft Internet Explorer 4.0 Compatible (low-security)
|:| Delete Digital 1D from system

oK Cancel




Windows Security

Select a Certificate

Issuer: TEREMA Personal CA 3

Valid From: 20.01.2017 to 20.01.2020

Click here to view certificate properties

QK Cancel

Import/Export Digital 1D

O Import existing Digital 1D from a file

Import the Digital 1D from the file to your computer. You must use the
password you entered while exporting the certificate to this file.

Import File: Browse...
Password:

Crigital 1D

@ Export your Digital ID to a file

Export the Digital ID information into a file, Enter a password to help
protect this information.

Digital ID: ] Select...
Filename: mhBackup Sertifikat. pfx —
Password: | SRR ERRRRED |
Caonfirm: | -----------l |

|:| Microsoft Internet Explorer 4.0 Compatible {low-security)
|:| Delete Digital 1D from system

Cancel

Velg a lagre sertifikatet pa et
trygt omrade. Du kan bruke
hjemmeomradet «M:\» til
dette dersom du angir et
sikkert passord.

Nar du velger passord sa bgr
dette veere unikt og ikke
oppbevares sammen med
kopi av sertifikatet. Et sikkert
passord har flere en 10 tegn
og bestar av en kombinasjon
av tegn, tall og spesialtegn.

Det kan veere vanskelig a
huske dette sa det kan veere
lurt @ notere det ned for sa a
lagre det i last skuff. Eller
lagre det digitalt i en
«Passordmanager» om du
har dette.



Feil som kan oppsta

Microsoft Qutlook

e The Digital D cannot be exported.

Skulle denne feilen oppsta sa
har du mest sannsynlig flere
PCer. Du ma da gjgre denne
prosedyren igjen pa den PCen
du installerte sertifikatet
forste gang.

Fungerer det fortsatt ikke s
ma du kontakte
orakel@ntnu.no
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